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The Challenge

Security is a growing concern for organizations of all sizes.
We live in an age where information is an important asset
and protecting it is essential, and now even mandated.
With security audit requirements increasing through industry
and governmental regulations as well as internal security
policies, ensuring security compliance has never been a
higher priority. However, most organizations are facing a
significant challenge when it comes to complying with all
manner of regulations; they are finding it a frustrating,
costly and time-consuming issue.

The Solution

TraceSecurity Solutions:

« Simplify, demonstrate and measure compliance
with internal policies and external regulations

 Provide cost-effective, automated network
security audits

« Strengthen security, protect information assets and
lower compliance costs

To help organizations proactively support and manage
security compliance, TraceSecurity has developed a
comprehensive patent-pending methodology that addresses

all aspects of security compliance, namely the people,
process and technology. Our solution accelerates time to
compliance, helps protect information assets and lowers
risks and costs.

customers to develop a
patent-pending
methodology that
addresses all of the
critical components of a
comprehensive
program: People,

Process and Technology.

What makes TraceSecurity different?

We’ve worked with
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TECHNOLOGY

Currently organizations are forced to rely on point products
that address only a portion of the security compliance
continuum, or worse yet, they rely on manual security
audits. Either way, the process is expensive, resource and
labor intensive and error prone.

What is needed is a framework that ties all of the disparate
elements together and provides a single comprehensive
integrated solution.

Our flagship product, TraceSecurity Compliance Manager,
automates security compliance audits, policy management,
vulnerability testing, employee education and board-level
reporting.

Delivered as a service over the Web, TraceSecurity Compliance
Manager eliminates the burden of deploying, maintaining,
and updating security compliance management software.
Our customers securely access Compliance Manager through
an easy-to-use Web interface.

TraceSecurity Compliance Manager is backed by expert
professional services that include a wide range of security
compliance services and training.
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TraceSecurity Compliance Manager

TraceSecurity Compliance Manager eliminates the complexity associated with meeting and maintaining both internal
security policies and government-mandated security compliance regulations such as GLBA, FFIEC, Sarbanes-Oxley and
HIPAA, as well as other evolving and rapidly changing state laws. Our comprehensive on-demand solution combines
asset database information, policy monitoring, vulnerability information, and compliance surveys to determine if your
organization is meeting regulatory and compliance standards.

Simplified security- Compliance Manager simplifies your
organization's security needs with easy to understand
language for policy, remediation, regulations and standards
compliance.

Automated, knowledge-based software solution-
Compliance Manager is updated when new threats,
vulnerabilities, policies and regulations change so
organizations know that they are receiving the most
current software.

Ongoing monitoring- Compliance Manager provides a
continual security process, not just a point in time. It

empowers organizations to monitor themselves with the
software, or have the option of using TraceSecurity services.

KEY BENEFITS
 Enables regulatory compliance

e Automates all steps of vulnerability assessment,
alerting, policy compliance, reporting and training
Delivers rapid deployment with no software to unfold
or maintain, and no special infrastructure to support

Executive Dashboard provides key security compliance
performance indicators

On-demand architecture via a hosted system and web
portal available from any Internet connected browser

Easy to use, comprehensive reporting provides both
executive level summaries and detailed analysis

Reduces the cost of security and compliance audits
through automation

TraceSecurity Compliance Manager is complemented by
a complete suite of additional software offerings all
following our Security Compliance Methodology of
addressing People, Process and Technology.

* TraceAuthenticate provides unique capabilities by supporting
both strong and multi-factor authentication while offering
the end users the option to choose their own level of
authentication for secure online commerce.

* TraceTunnel enables secure communications. It allows
encryption of historically unencrypted TCP/IP service

Consistent, repeatable process- Compliance Manager
measures your organization's security posture the same
way every time so that you can show the same repeatable
process every time.

Customized, detailed vulnerability and compliance
assessment reports- These reports identify areas of
vulnerability and provide detailed recommendations for
remediation necessary to exceed compliance regulations.
The reports can be given to the board of directors, and
compliance and IT officers.

communication transparent to the end user. Authentication
support is provided for granular access control based on user
credentials.

» TraceAssure prevents phishing, pharming and man-in-
the-middle attacks. Protects companies and their
customers from Internet fraud and identify theft.

 TraceMonitor provides comprehensive change monitoring
for websites as well as any server file. Detects website
defacement and changes to critical files.

Our services enable you to receive independent assessments
that will improve your security posture and meet compliance
requirements by assuring the confidentiality, integrity, and
availability of your information assets. Services include:

. deliver a thorough, independent
examination of a company’s networks to determine the
adequacy of existing security measures and to identify
security deficiencies. TraceSecurity Security Assessment is
based on the Open Source Security Testing Methodology
Manual (OSSTMM), one of the most widely-used, peer-
reviewed, comprehensive methodologies in existence.

. is the attempt to gain information and/or
tangible objects through the manipulation and deception
of people and/or events. TraceSecurity offers an extensive
social engineering program that can be conducted locally
and/or remotely. TraceSecurity engineers have used numerous
schemes to gain unauthorized access, obtain classified
information and acquire critical hardware and software from
corporations.

. services ensure that a customer’s online
web applications are not easily compromised by external
or internal threats. Online banking, insurance, healthcare,
helpdesk and email applications are just a few of the many
different types of web applications at risk. TraceSecurity’s
engineers have a vast level of knowledge and experience
used to test your online applications, finding potential issues
and documenting alternative secure solutions.

. mimics the actions of real life attackers—
simulating an actual attack and exploiting weaknesses in
security without the usual dangers involved. TraceSecurity
Penetration Tests follow documented open-source, standard
security testing methodology to simulate an actual attack
to exploit weaknesses in the network architecture without
the usual dangers involved.

. examines what assets are at risk and the
associated levels of exposure, and recommends counter-
measures. TraceSecurity’s Risk Assessments are based on
government standards (NIST) used by Fortune 500 companies,
financial institutions, and government agencies.

. examines security configurations related to your
network infrastructure. TraceSecurity's IT Audit follows
methodologies outlined by the FFIEC, GLBA and other
regulatory entities. We look for single points of failure,
insufficient or outdating polices and procedures along with
missing or inadequate controls, audit trails or fully-defined
governances.

. tests for compliance to all web
regulations and standard. The TraceSecurity Web Site
Audit adheres to FFIEC Internet guidelines that require
“a monitoring system implemented to review continually
the content and operations of online programs to prevent
unauthorized or inadvertant changes that may affect
compliance with regulations.”

Addressing the “People” component of security compliance
is key to TraceSecurity’s methodology, as such we offer a
complete line of Security Awareness Programs and will

customize training based on customer’s needs. Our Security
Awareness Programs help promote awareness of security

in general, security policies and procedures to employees
across your organization. TraceSecurity’s training courses
are taught by some of the world’s foremost security experts
and developers of market-leading security technology.



