
The increased frequency of security incidents has resulted in new legislation at both
the federal and state levels. Fundamental to meeting these regulations, including the Gramm-
Leach-Bliley Act (GLBA), the Health Insurance Portability and Accountability Act (HIPAA), and
California SB 1386, are regularly-scheduled risk assessments. These regulations hold organizations
accountable for the protection of private information and require regular risk assessments.

Whether you are in a regulated industry, government agency or simply an organization seeking
to benchmark against widely-accepted best practices, you will need to conduct regular, recurring
information risk assessments as part of your security management program. Because risk
assessment methodologies are often viewed as complex and cumbersome, many organizations
have relied on external firms to perform these activities on a contract basis. Unfortunately, it
can be expensive to engage a third-party assessment team, and more importantly, it is unlikely
that they will understand your business well enough to yield a meaningful result.

TraceSecurity Risk Manager is a web-based solution that facilitates the risk assessment process,
enabling you to quickly determine the proper controls to implement on specific assets based
on their use and risk to your company. Our solution allows you to perform meaningful business
risk assessments using in-house resources and knowledge that will meet regulatory or standards-
based requirements .

TraceSecurity’s Risk Manager takes a close look at your safeguards, vulnerabilities, threats, asset
information and loss expectancies. It assists in the analysis process and enables you to assess
those focus areas to determine your overall risk.

Is Your Business
Prepared For...
Natural Threats- Floods,
earthquakes, tornadoes,
landslides, avalanches and
electrical storms

Human Threats- Events that are
either enabled by or caused by
human beings, such as
unintentional acts (like inadvertent
data entry) or deliberate actions
(like network-based attacks,
malicious software upload or
unauthorized access to confidential
information)

Environmental Threats-
Long-term power failure, pollution,
chemicals or liquid leakage,
other natural, human or
environmental sources

TraceSecurity
Risk Manager
Perform online risk assessments.
Implement proper safeguards.
Evaluate compliance.



“Since risks and threats change over
time, it is important that organizations
periodically reassess risks and
reconsider the appropriateness and
effectiveness of the policies and
controls they have selected.”
- from U.S. General Accounting Offices

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.
TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 700 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com   (877) 275-3009

About TraceSecurity

Key Features
• Web-based; always available, on-demand
• Automates the risk assessment process
• Based upon industry standard risk assessment approaches including

OCTAVE and NIST
• Built-on robust framework of threats, assets and safeguards

• Fifteen unique threat types
• Over 100 security controls
• Predefined asset information
• Predefined severity levels for threats, safeguards

and vulnerabilities

• Fully customizable threats, assets and safeguard parameters
• Detailed reporting capabilities including charts and graphs
• Built to scale
• Multi-user access
• Integrated regulation information to aid in compliance
• Continuously updated with new threats and expanded safeguards

TraceSecurity Risk Manager saves time and money by
automating the steps of the risk management process.
TraceSecurity Risk Manager helps automate the following:

1. Asset analysis
• Identifies core assets
• Assigns a criticality level to each asset in the areas

of confidentiality, integrity and availability
2. Threat Anaylsis

• Identifies all threats relevant to the organization
• Evaluates each threat to determine which assets are

affected
• Assigns a criticality level to each asset in the areas

of confidentiality, integrity and availability
• Examples: floods, fires, viruses, denial of service and

unauthorized access
3. Safeguard Analysis

• Identifies safeguards that can be used to protect
each asset

• Assigns values to each safeguard in terms of how it
protects against specified threats

• Examples: physical access controls, fire protection,
and system access controls

4. Vulnerability Analysis
• Evaluates over 100 individual security controls
• Assigns a weight and associates one or more

safeguards to each individual security control
5. Risk Assessment Reporting

• Automatically associates and calculates data to produce
a detailed risk assessment report


